Code obfuscation and
Lighty Compressor unpacking

This file, originally downloaded from http://nullsecurity.org is free for sharing,
when its author or source is present!
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A few words from the author...

When | first started this article | had no idea what “Lighty Compressor” is. After a little research |
found out that it's a code compressor mostly used in the malware developing scene, which
means it's not freely downloadable.

The text below does not pretend to be professionally written, and | don't pretend to be a reverse
engineering expert. However, this is my approach of defeating code obfuscation and Lighty's
compression.

The application | unpack in the lines below is an old malware

sample, probably from the end of 2008, and it's called
“buritos.exe”.

So, get yourself a beer and continue reading!
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Loaded in OllyDbg, the code starts here:

$ EEEI SUE ERX,ECH
BE4E1 B2 HOF
aa401 a4 EEEB “OR ERX,ERX
BE4E 1 BEG HOF

The main obfuscation code contains a lot of bulk NOP instructions that | removed in some of the
images below to save space.

aa4niE=5]] . 9@ HOF
« ES BBaaa668 | CALL buritos.s8481i02E
gadniEzE(l ¥ 9@ HOF
gadoiazc(] . Sa HOF
gadniazofl . 9a HOF
gadoiazE(]l . SB FOF EEX
gadniEzF(l . 9@ HOF
aa401a3a L) HOF

The first CALL is a simple implementation of a code taking the EIP value. Entering that call will
put the return address in the stack:

EEiEga=E] A846162E| RETURM to buritos.<ModuleEntrwPoint>+2A from buritos.B046182E
Then by calling the next address, the stack will contain the returning address, that is then POP-

ed to the EBX register at address 0040102E.

aad4n1az4|1 . &5 2208 ®OR B, BX
BE4a1837 (] . 9@ HOP
aad40iazzi] . 9@ HOP
aa4a1a3a(] . SBC3 MOL EA=, EEx

Since EBX holds the current EIP, its low word will get XOR-ed by XOR BX,BX to null it and

voila, EBX is pointing to the ImageBase address.
EAY AERREAEH

ECY FEEBDASEF

E0X 2E427ECA

EEX BE4AEEEE buritos. A04AREEE

ESP O012FFE4

EEBF BE1Z2FFFA

ESI FFFFFFFF

EOI FC91AF3S ntdll.7C91@73s

EIF 88481837 buritos. 84601837

AE40l@aza() . gBC3 MO ER:, EBX

EEETEEE] | - @348 3C AOD EARx, OWORDO FTR DS: CEAR+3C]
BE401@3E(] « 9@ HOP

Ba4a1asF(] . 98 HOPF

aod4aindan) . 29 HOF

AE4E1E41 | . BFEVEE 14 MOLE S EDX, WORD FTR DS: [EAR+14]
an4aindsi) . 20 HOF

BE4a1@ade(] . 9@ HOF

an4aindy] . 28 HOF

BE46E]1 @45 204418 13 LEA ERx,DWORO FTR D5: [EAW+EDE+1E]

Moving down the pointer to the PE header is moved to EAX by adding 0x3C to our image base
offset. Adding 0x3C to the Image base will point to MZ's DOS_PEOffset value. It's always at
0x3C offset, so it's hardcoded into the application code. However, the Size OfOptionalHeader
may vary, so it takes its value EDX by adding 0x14 to the EAX pointer.

Then using LEA, a sum of DOS_PEOffset (EAX), plus SizeOfOptionalHeader (EDX), plus 0x18
(size of the PE header which is also a constant value) we get the beginning of the PE sections.

aa4aia4r|] . G648 34 | MO EAX, DWORD FPTR DS: [EAR+34]

By adding 0x34 to the current pointer in EAX (pointing at the beginning of the PE sections), the
program skips the PE header, the first “.text” section, and takes the VirtualAddress of the
second “.data” section.

BB4BIBEE||. a3c3 AOD ER:, EBX
AE4a1E54(] . @5 Fea7ToEan AOO EA=, FFE

To the “.data” section VirtualAddress is then added the ImageBase in EBX, and EAX will hold a
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pointer to the beginning of “.data” section where the encryptor Import Table begins.

30f28

Then, by adding 0x7F6 to EAX, the Import Table will be skipped, so EAX will point to the
beginning of the next code chunk.

aa40182a
Ba401B2E
aEa401a2c
aa401 @20
aa401a82E
BEA401 698
aa40iasz
BEA401 892
Ba401 89
BEA4E1 87
Ba401 a9
BEA4E1EAC
aa40iaan

BAE46 ] A9E
@481 0aF

pushed to

At the end, PUSH [ESP-4] store the return address that ECX point at, to the stack.

Here, the code saves the register values by PUSHAD, and jumps to 00405809.

. G@
L. =

the stack.

mmsa
BE4ES7F 7| vEE 18

At 00405809 a CALL, followed by most probably encrypted code is executed.
CALL buritos.@@daEs2oA

A04 a5 26E
B4 a5 5EF
an4asais
Ab4E5E16
an4asain
AR4E581c
An4Ea521E
AR4E581F
An4aso28
AbdEsE21
An4a5g22
AR4a5g24
An4a5a25
AR4E5827

EE SCAOEARE
D9AS S1CZACCE
c

CS &l134eA

w ar
SHAY BASASZ1S &

Ba46582E

I'll step int:

AE4A539E
BE4E5290
BE4ASEIF
BAE4A53AS
BE4H52AE
BE4ASEES
AE4A53E9
BE4052EE
BE4ASEE0
an4asacE
BR4R52CT
BE4A53CH
an4asacc
BE4ASECE
A4 a5 a0E

DOFD2

1S
A
g3
EE 4868080
S0E49A BEAAOEAN
23FF
23FE
AO
40
23ES a1
@5 FAS0EAZS
AE
4B
SEC3
~75 ER

BE4A5E0]1

First, the return address is POP-ed into EDX. EBX is replaced with 0x34 and finally

=
C1A9 &CCZAZ01 O

HWCHG ERE, ECH
HOF

HOF

FLUSH ECK

WOR ECH, EBX
MoL ECx, ESF
HOF

AOO ESF, 4
HOF

HOF
FUSH DWORD FTR S5: [ESF-41

HOF
HOF
HOF
RETH

FUSHAD

JAF SHORT buritos. BE4A5569

HWCHG ERX, EBP

FLOCW WORO PTR DS: [ERX+CFACCZE1]

FUSHFD

EMTER =24&1,6H
MOU CH, 42

Mouw BL, 28

DEC EEX

FOF OS5

DEC ERX

®OR CH,EYTE PTR D5:[EDx]

HWCHG ERH, EBX

LaDsS DworRD PTR D5: [ESI]
LOOPD SHORT buritos. 8048525
AMO _EYTE FTR DS: CEDI+13328ASA1, A

FISTP ECH

o that call to see what's going on there.

HOP

FOF ED
PUSH EB:
Mo EBx, =4

LEA ESI,DWORO PTR DS5: [EDA+EE:#4+BE]

“OR EDI,EDI
®OR EDI,ESI

LaDs DWorRD PTR DS: [ESI]

ITMC ERX
SUE ERX, 1
ADD EFX, 2Z3SAS0ZA

STOS DWORD PTR ES:[EDI]

DEC EEX
MOL ERE, EBX

JHE  SHORT buritos. BB4AS5ES

FUSH EEX

SHE OWORD PTR DS: CECH+01B03C2eC], GOV
(BULK NOP INSTRUCTIONS REMOVED FROM THE IMAGE!)

EDX+EBX*4+0xBE goes to ESI.

A two XOR instructions EDI,EDI and EDI,ESI, can be described as MOV EDI,ESI

Few lines before the RETN instruction, EAX and ECX values get exchanged, then ECXis
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implementation, so both EDI and ES/ contain the address 0040599C, which point to the end of
the encrypted code.

Now | know the end of the encrypted code, and the next JNZ loop could give me an idea for the
beginning. There are LODS and STOS instructions, that will move data “TO” and then “FROM”
EAX.

EBX still contains 0x34, gets decreased and then checked by JNZ (that's why EBX gets moved
to EAX before the JNZ instruction), and since LODS and STOS use DWORDs, | should multiply
0x34 by 4 (1 DWORD = 4 BYTE) to get the encrypted code chunk size in bytes.

Then, 0x34 * 0x04 = 0xDO0, and since the end of the encrypted code is 0x0040599C, by
subtracting OxDO0 from 0x0040599C, the result 0x004058CC will be the beginning address. But,
because 0040599C is actually the beginning of the final encoded DWORD, | should add 4 to it,
and also add 4 to the beginning address 004058CC too.

Finally, that code will decrypt everything between 0x004058D0 and 0x004059A0.

Now after | know both the encrypted code beginning and ending, I'll take a look at the
"decryption" routine between LODS and STOS.

As | said, the instruction LODS loads a DWORD into the EAX register from the operand. Then
EAX gets increased by one, then 1 gets subtracted from it. Obviously that's a bulk code, put
there probably to fool the Antivirus fingerprinting technique.

Next a value of 0x235A8D3A gets added to EAX and finally EAX is put back where it was by
STOS.

So the "encryption" is a simple add obfuscation, again designed to fool the AV.

Because it will decrypt the instructions after the JNZ at 004058CE, setting a regular breakpoint
won’t work, so I'll set "Hardware on execution” at the next address 004058D0, and run the
program.

And the code get decrypted:

slsCisimsinls) S04E 84 LEA ECH,DWORD PTR DOS: [ESI+4]
Aaa4n5204| FC CLD

Ba405306| ZBFB SUE EDI,EBX

an4a520A| SBF9 MO EDILECH

aa4ns200| Fy03 MOT EB:-

BE4AS3EA| 5B FOF EB:x

and4asoE=| 41 THC ECH

AE40S2ES| 21EF Fe@@bEan | SUB EDI, 26

BE4AS3EC| 3309 WOR ECH,ECH

AR4ESEEF| B 23EA0EE86 MOL ECK, 23

AE4052FE| BE CAS244E1 Mou EA, E14452C8

Aa4AS3FE| FO STOD

BE4052FE| AF SCAS DWORD PTR ES: [EDI]
BE4E5IR] | Z1E7 ®OR OWoRD PTR DS:CEDID, EAM
AE4A5205| &6H @4 FUSH 4

BE405I02 @32424 AOD ESP, DWORD PTR 55: CESF]
BE4A536E| FC CLD

an4aso6E ( ~E2 ER LOOFPD SHORT buritos.@04852FE
BE4E5218| SBEF Mol EBF, EDI

AR4EE912] B AS140886 MO ECH, 14R2

First LEA instruction here will take a pointer at ES/+4.
ESl is the beginning of the decrypted code - 0x004058CC. So it adds 4(what the DWORD value
length is), and finally ECX gets the current address - 004058D0.

Then subtract 0x36 from EDI, (holding ECX's value) and EDI is now 0040589A. That's a line
before the beginning address, where the first decryptor was.
The rest of the code is another decryption loop, this time using XOR.
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Instruction SCAS at 004058FE first takes a DWORD from 0040589A then it XOR it with
0xE14452C0 (moved few lines above into EAX).

This decryption loop ends with LOOPD instruction, that use the default assembler counter ECX,
then every time LOOPD gets executed, ECX's value get decreased by 1.

At 004058EF 0x23 is moved to ECX register, and that's how much times the loop will be
executed. Therefore, I'll take the end address 0040589A, that will get decoded, subtract 0x23
DWORDS (or 0x23*4), and the result 0040580E will be the beginning address of the code that
will be decrypted here.

Again I'll place a hardware breakpoint after the LOOPD instruction and execute the code.

Right after the LOOPD, the value of EDI (0040580E, starting address of the decrypted code)
gets moved into EBP, and 0x14A8 is moved to ECX.

BE4A55E) 0 HOF
an4Ea5953 FFOS CALL EEF
BE4A5IEE] 0 HOF

Few lines down, at address 00405953 a CALL EBP will execute the code that was just
decrypted.

But lets see what we have before that CALL EBP.

AE4EE212] B9 AS148808 MOU ECk, 14A2
AB4E591H| SOBC39 51810888 LEA EOI, DWORD PTR DOS: CECA+EDI+1511]
BE405922) CIED @3 SHR ECH, =
BE4E5227) FO STOD

an4ato22| S3EF 88 SUE EDI, =
AE405220] &2 ZIFEE1LS9 PUSH 19=1FEZ1
AE405234 | &8 53E63F6] PUSH &13FBE&53
AR4EE93E| &2 FEV44861 PUSH &14274FE
AE405242| &2 ARIZABE] PUSH Z21AEB3IZAZ
BE4A5349| 549 FUSH ESF
an4ato4e| &H GO8 PUSH =
BaE4n5cE| 57 PUZH EDI

As | mentioned, ECX gets 0x14A8. Then at 0040591A, EDI gets a pointer from
EDI+ECX+0x151.

EDI holds 0040580E (beginning address of the decoded code), so adding 0x14A8 (in ECX) plus
0x151 to it, will produce the value 00406E0Q7.

Next ECX gets shifted left by 3 to become 0x295, and 8 get subtracted from EDI, so it's
00406DFF now.

The lines below are a few PUSH instructions, that will fill the stack with Ox1961FE31,
0x613F0653, 0x614874FB, 0x81AB32A8, ESP's value, 8 and EDI's value - in that order.
Then it's the CALL EBP, so lets trace into it.

It start here:

cE FUSH EEBP
BE4ES26F| SBEC Mdl EEF, ESP
AA48E211| &8 PLUSHAD
and ends here:
AR4AEE95| &1 FOPAD
AA4ESE95| C9 LEALE
AE4ASE97| C2 ACom RETH &

There are two loops in here, that again decrypt part of the code, this time using XOR, SUB,
SHRY/L, etc. and | really don't want to get in details about them, so I'll just “Execute till return” this
code to get out of the CALL.
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And back to 0012FF78...

6 0f 28

BE4ASSE2] FFOS CALL EEF

EE4EESEE el HOF

BEA4HESEE( 20 HOF

BE40595F( 83C4 18 ADD ESF, 10

BA4ES9EH( 20 HOF

BE40595E( 90 HOF

BA4ASEC( 49 DEC ECX

aa405950(~vF5 CO JHE SHORT buritos.@8485922
BEA4ESEF (~F3 ES JHE SHORT buritos.B@8405946
aa4059s1( 10 15652672 SBE ERH, ?EEBEEIE

BA4EE5E( 95 WCHE ERS, E

aa465957( A2 2CA4DCAZ HMOu BYTE PTH DS: CAZDCA42C], AL
BA4EE5C( IE:FC CLO

aa4659sE[ SF (777

It seems like this is another loop, executing CALL EBP and using ECX as counter.
Before the loop beginning, ECX was 0x295, so that's how much times CALL EBP will be run.
I'll again put a hardware breakpoint, this time at 0040595F, where the loop ends and executes

the code.

AR4ASSCE =T HOF

AE4E5950| BE FI048865 MOL EA, CEABE4FS

AE4EAE97 | BA EFBZ88G60 MOU EDX, ZEF

AA4AE9E0| 57 FUSH EDI

AR4A595F| 33CS WOR ECH, ECH

AR4AES7Z| 21F1 751400888 | X0OR ECH, 1475

AR4AES7S| SOFCI9 39 LEA EDI,DWORD PTR OS:[ECH+EOI+39]
AR4AESTE| 087 #0R BYTE PTR DS:[EDII,AL
AR4RE9S3 | FEBF OEC EYTE PTR OS:[EDI]
AR4AESSE| C1CA @3 ROL EA, 2

A84A592A| AE SCAS BYTE PTR ES:[EDI]
AR4RAE92C| 49 OEC ECH

AA4AESSF [~ 75 EE JHZ SHORT buritos.B884@597F
aa4a5921( 96 HOP

AR4AE99Z| SF FOF EOI

aa4a5993( 96 HOP

AR4AE994 | 4Q OEC ED¥

aa4a5995( 96 HOP

AR4AE99E[ 96 HOF

8485997 [~ 75 D4 JHZ SHORT buritos.B884@859:0
AR4ES993 | FE &2 JEE SHORT buritos.B884@859F0
a84a8599E( B1 4B Ml CL, 4B

AR4AE990( DCCA FMUL STI21,5T

Another decrypt routine was decoded. It has two loops, inner - between 0040597F and
0040598F and outer - between 0040596D and 00405997. It uses hardcoded values like
0x650004F3, Ox3EF and 0x1475 to decode the next part, and I'll again put a hardware
breakpoint after the outer loop, at address 00405999 and execute the decryptor.

FOPAD

&1
9549599n\ FC CLD
HE4EE99E| wE9 CFE2AEEE JHP bur itos. BE4ECCEF
It looks like this was the last decoding routine, so let's take a quick look at the decoded ".data"
section in the memory.
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IH] Dump - buritos:.data 00405000..0040BFFF

HE4EE 258
BE4ES2 7 E
HE4E522E
BE4ES 298
HE4ES2AE
BE4ES2EE
HE4EE2CE
BE4ES 208
HE4E52ER
BE4ESIFE
HE4ESHEG
BE4ESH] B
HE4ESHZ2E
BE4ESHIE
HE4ESHSE
BE4ESHSE
HE4ESHEE
BE4ESHTE
HE4ESAZE
BE4ESHIE
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Looks like I'm getting closer to Lighty's code,

so I'll follow the JMP to 00405CG6F.

S5 FUSH EEBF
BB4BEE?B SEELC Hou EEF,ESP
BE4RECTE) B304 Fd ADD ESF, —@C
An4asCys( &8 PUSHAD
BE4EECTYE| 33CA WOR EHF, EAX
an4ascyaz( 58 PUSH ERX
AE4EsCYS| &8 ASEDFZCE PUSH CEFZEDAS
An4ESCYE| EZ2 YEFDFFFF CALL buritos.BE4E5HE]
BE4psCES| FFO@ CALL ERAx

Most probably that's the original “Lighty compressor” entry point.

The first CALL here is at address 00405C7E leading to 00405A01, probably takes two
parameters - OXCEF2EDAS8 and EAX (previously XOR-ed), so I'll follow it.

S5 FUSH EEBF
BB4BEHBE SEELC Hou EEF,ESP
BE4RSAES | 2304 E4 ADD ESF, -1C
Ao4EaSaEy( &8 PUSHAD
AR4EsAEE| 641 BB1E FEA0EEEA] MOV EDX, DWORD FPTR F5: [36]
An4EatAErF| gBEZ 8c MOL EQ, DWORD PTR OS: CEDK+C]
BE4pSA12| BBSZ2 ac MoL EQ, DWORD FTR OS: [EOX+C]
an4asa1s| gBiz2 MOL EQ, DWORD PTR DS: CEDK]
BE4pcA1v| 2070 EY LEA EOI,DWORED FTR SS:[EEF-=19]
ao4aSaif| SBVZ 2@ MOL ESI,DWORD FTR DS: [CEDK+3G1]
AE4ESA10| B9 aDaaEaans MOL ECH, @0
and4asa22| &&:AD LooS WarRD PTR OS:CESI]
BE465A24 | AA STOS BYTE PTR ES:[CEDI]
AR4E5A25| &G OECA OF AX, A%
AR4ESA2E v 74 B2 JE SHORT bBuritos. 3@485HZC
and4EasAz2A| ~E2 Fo LOOPD SHORT buritos.@0d4a5A22

At address 00405A08, a pointer to the Windows PEB structure is moved to EAX. This structure

is officially undocumented, but lots of malware authors (and lately, not only...) use it.
You may learn more about PEB and other undocumented functions, methods and structures from
http://Jundocumented.ntinternals.net/.

So, FS[30] points to the PEB structure. By using the ntinternals.net documentation, if | count
right, EDX+C is the pointer to the PEB's LoaderData which is a PPEB_LDR DATA structure.
Then there is another EDX+C that points to the PPEB_LDR DATA's InLoadOrderModuleList - a
LDR_MODULE structure.

A pointer to LDR_MODULE's InLoadOrderModuleList entry is taken in EDX. It's again a
LDR_MODULE structure and finally from that structure HashTableEntry is taken by EDX+30 at
address 00405A1A.
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The things are getting clear now. In ES/ is the pointer to HashTableEntry to the modules loaded
by our application.

A LODS-STOS routine in a loop by LOOPD gets executed, and ECX is 0xOD. So the code here
will get a loaded library name from the HashTableEntry and store it to the buffer pointed by EDI.

sEISIEpNEl SEY2 28 [ MO ESI,OWORD PTR DS: [EDH+3@] Intdll.7Co9226R4

DS: [B8241F721=FCR226A4 (ntdll. FCI226A4), UNICODE "ntdll.dlL™
ESI=FFFFFFFF

In my case, the first loaded module is "ntdll.dll".

AE4aSAZC| BY aDEaEaans MoL ECH, &0

aE4n5A21| 2075 EY LEA ESI,DWORD PTR S5:[EEP-191]
aa405A34 | 8070 EY LEA EOI,OWORD FTR S5: [EEF-121
BE405A3F| AC LaDs BYTE PTR D5:[CESI]
BE4ASASE( 3C 41 CHF AL, =1

HE4EEASH| 72 A5 JE SHORT buritos.d@485A42
BE4aSASC| 3C SAH CHF AL, SH

HE4HEASE| 77 Az JH SHORT buritos.d@485A42
BE4ASA4E| B4 2@ AOO AL, =&

aa405A42| AR STOS BYTE PTR ES:[CEDOI]
Ba4a5A43 | ~E2 F2 LOOFD SHORT buritos.d@485H3Y

Another LOOPD loop is executed. This one looks like a string-to-lower implementation.
It takes a letter from the "ntdll.dIl" string in ESI and compare it with 0x41 and Ox5A. If the letter's
ASCII value is between these two, it will add 0x20, to convert it to lowercase letter.

AE4nsA4s] 2170 EY &eBe&¥2el CHP DWORDE PTR S5: [CEEFP-121], cEV¥ZeLEE
Ba4aSA4c| ~ 7S CY JHE SHORT buritos. A84ASA1S

AE4nsA4E|] 2170 ER &5eC333) CHP DWORDE PTR S5: [EEP-151, 22226065
BE4ASASS | ~ 75 BE JHE SHORT buritos. AE4ASH1S
AE405A5F| 2170 EF 2E&4&aCal CHP DWORDE PTR SS5:[EEBP-111, cCaCad2E
BE4ASASE |~ 75 BS JHE SHORT buritos. E4ASA1S
BE40SAcE| 207F0 F2 @0 CHP BYMTE FTR SS5: [EEP-D], A
Ba4a5Ac4 [ ~ 7S AF JHE SHORT buritos. 8848515

Here, EBP-19 holds a pointer to the loaded library name, that just gets converted to lowercase -
in my case "ntdll.dIl". The comparison get its first DWORD value, or "ntdl* and compare it with
0x6E72656B. Then the second DWORD "I.dI" is compared with 0x32336C65, the third, which
for "ntdIl.dll" is "" is compared with 0x6C6C642E, and finally the last byte is compared with O.

So let's convert these DWORD values to letters.

Ox6E72656B is "nrek", 0x32336C65 - "23le" and 0x6C6C642E is "lld.". Obviously this checks if
the current loaded library (taken from PEB) is "kernel32.dlI".

Well right now it's not so I'll continue by jumping back to address 00405A15, to take the next
loaded library.

When the "kernel32.4I" is found the code continues here:

BE40EAcL| 2B42 18 Mol ER, DWORDO FTR DS: CEDM+13]
Ba4a5AcS | SB0OS Moy EE=, EAA

BE40SACE| @348 3C AODO ER, DWORD FTR DS: CEAR+3C]
AE4ASASE| GB48 VTS Mo ERx, OWORO FTR DS: CEAR+TS]
BE405A71 | @303 AOD ER:, EBX

BE4A5A7E 8078 1C LERA ESI,ONORDO FTR DS: [EAR+1C]
BE405ATE] 207D F4 LEA EOI,DWORD PTR SS5: CEEP-CI

EDX contains the InLoadOrderModuleList's LDR _MODULE structure. On address 00405A66,
EAX takes the module's BaseAddress, pointed by EDX+18, then moves it to EBX on the next
line.

The rest few lines between 00405A6B and 00405A76 will "parse" the loaded module.

First, at 00405A6B the pointer is moved to the PE signature offset.
Then the Export address is taken by EAX+78, and added to EBX (pointing to the module's
BaseAddress).
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an4asag4( SBYS F3 MOL ESI, DWORD PTR S5: CEEP-51
BE465ASY| BA FFFFFFFF MoL ED, =1

and4asasc| 42 THC EDv

BE4aSAS0| AD LaDs DWorRD PTR D5: [ESI]
an4aSAgE| B3c3 AOD ERX,EEBX

BE4ASA9E| &H @6 FUSH @

ao4asasz( S8 PUSH ER:

BE4pSA92| ES ZEFFFFFF CALL buritos. AA4653CE
aod4asass 3945 83 CHF DWORD PTR S5: CEEP+21, EA:
BE4ESA9E| ~ 7S EF JHE SHORT buritos. BB46SASC

At address 00405A8D, a DWORD value from ES/ is taken. Now ES/ points to the export table of
kernel32. By adding the BaseAddress to it, a pointer to the name of export function from
kernel32.dll is moved in EAX.

The loop between address 00405A8C and 00405A9B will pass the function name as first
argument to CALL 004059C6, and compare the result with the current CALL Argument EBP+8,
that was OxXCEF2EDAS8. Depending on the result, it will continue through the rest of the exports
of kernel32 until it finds the needed one.

Let's take a look at CALL 004059C6 contents.

an4a5oce( 55 PUSH EEFP

BE4E5ACT | SBEC rou EEF, ESF

and4asocal &8 PUSHAD

BE4E5ACH| 33CA wOR EHx, EAX

An4atocc| gBEES 83 MOL EQi, DWORD PTR S5: CEEP+21
AE4RS2CE| SB40 @ac Moy ECx, DWORD FTR SS5: [EEF+C]
an4asanz| IBCH CHP ECH,ERX

AR4Es904 (75 @A JHE SHORT buritos. B84653EE
an4aso0s| SBFA HMoU EDI,EDX

BE4A5302] AE SCAS BYTE PTR ES:[CEDI]
andatanal~vs FO JHE SHORT buritos. 88485308
BE4A530E| 4F DEC EDI

an4asonc| SBCF MO ECK, EDI

BE4E5I0E| ZBCA SUE ECH, EDX

An4Ea59EE| FrYDa HOT ER:

BE4ESIES | S2E2 ®OF AL,.EBYTE PTRE DS:[EDx]
A04Ea59E4( 42 IHC EDv

BE4HSIES| B3 @3 Mou BL, =

An4Ea59EF| DIES SHR ERH, 1

AR4EE9ES |~ 73 BE5 JHE SHORT buritos. B84653FE
AR4E59ER| 35 2EZIBZED #WOR ERX, EDESSZ28

BE4H53FE| FECE DEC EL

and4asoF2(~vE F3 JHE SHORT buritos.884853E7
BE4H5IFS | ~E2 EC LOOFD SHORT buritos.@@d4859g2
An4Ea59Fs| FrOa HOT EA:

BE4EEIFE] 294424 1C HMOU DWORD FTR S5: LESF+1C1, EAX
and4EasorFc| &1 POFAD

BE4E53FE0| C9 LEALIE

AR4EE9FE|] G2 D2aa RETH =

Looks like a hashing algorithm to me.
As this is the first time | enter this CALL, it's first argument is pointing to "ActivateActCtx" export
function of kernel32.

First at address 004059CC, EDX takes the first argument or pointer to "ActivateActCtx". On the
next line, ECX takes the second one which was O.

Then if ECX is different from 0, it takes the jump, but since it's not, it will continue.

The JNZ loop between 004059D8 and 004059D9 will take every character from
"ActivateActCtx", then by DEC EDI, MOV ECX,EDI and SUB ECX,EDX the string's length is
taken. So knowing that | could say the second argument of CALL 004059C6 is the length of the
first argument passed, in that case “ActivateActCtx”. If the length passed is 0, the loop will
determine it by searching for a string termination 0.

Then if binary data is passed to that function, its length should be previously specified because
it can contain zeros.

Next EAX gets NOT-ed and it's lower byte gets XOR-ed with the first symbol of "ActivateActCtx".
The result of EAX is then shifted right with 1 and checked by JNB at 004059E9.
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This looks like a “is integer signed” check. Depending on the result, EAX may get XOR-ed with
OxEDB88320 if its content is negative number (bigger than Ox7FFFFFFF).

Then a inner loop between 004059E7 and 004059F2 will get executed 8 times (BL is the
counter here), and keep shifting left EAX.

When the inner loop ends, the outer one will continue the same procedure for the rest of the
"ActivateActCtx" letters.

Finally at address 004059F6, EAX get NOT-ed and stored into ESP+7C. So, the hashed value
of "ActivateActCtx" will be 0OX6AA0C20C.

So CALL 004059C6 is indeed a hashing algorithm so I'll note that.

Ba4psAa0| DIE2 SHL ED:, 1

Ba405H9F( @355 FC ADD EDw, OWORD PTR S5: CEEP-41

BE4AHNSHAZ | BFEFEZ MOLE X ERAX, WORD FTR DS:[CEDx]

BE465HA5( ClEB 82 SHL ERK, 2

BAE4ESHAS( @345 Fd ADO EAx, DWORD FTR SS:[EEF-C]

Ba405HAE( SBGEB MOU ER, DWORD PTR DS: CEAK]

BAE4ASHAD| @3C3 ADD ERX, EBX

SEENElE  S9dd24 IC MOU DWoRD PTR SS5: [ESF+1C1,EAN | kernel32.Sleep
BA4ESHES| &1 FOFAD

Ba4650E4( C9 LEALE

BAE4IHSHES|] CZ @488 RETH <

The rest of these instructions will get the entry point of the requested API function from kernel32
and at 00405AAF, the call will be obviously to the kernel's Sleep function.

As this is the end of CALL 00405A01, | can call it a GetProcAddress implementation, that will
return a handle to kernel32's API function, defined by the first given argument.

AA4E5CYA| F2CA #0R ERA, EAR
HA4E85CYE( 58 FUSH ERARX
AR4EsCY9 &8 ASEDFZ2CE FUUSH CEFZEDARS
HA4ESCYE| ES FEFOFFFF CALL buritos.B88485R81
FFDG& CALL ER= kernel32.5leep
HE4ESC25 aBCA OF ERX, ERA
AR4ESCET [~ BF S5 SFAZAEER JHE buritos. BA4ESFEC
Ea4asCcah| ES EFYFEFFFF CALL buritos.B88485879

Back to address 00405C83, Sleep(0) is executed. The zero actually comes from that PUSH
EAX (previously XOR-ed) at 00405C78, so that GetProcAddress implementation has only one
parameter.

| found that Sleep(0) quite strange. According to the official MSDN documentation, Sleep does
not return a value, but here its result gets OR-ed, and depending on the result, the code will
jump or continue.

In my case, when | execute the Sleep(0), the result in EAX is 0, and the code continues without
jumping to 00405FEC. However, if in any case the program jumps to 00405FEC, an
ExitProcess will be executed and the program will be terminated, so | guess this is some kind of
a debugging protection. I'll be happy to learn more about this, so anyone knowing more can
contact me and give me a quick reference. ;)

The next thing that | will take a notice on is this CALL at address 00405C8D.

A4 EEE TS ) PUSHAD

AE4HSEYH| ES BB80Ea0E CALL buritos.@8465E7F
an4aSevF( 5B POF EE:

AR4EEESE| S1EE EF194@80E | SUE EBX,buritos. 88461 3EF
An4EaLESs| EZ 4DBE0EE8E CALL buritos. BE4A5EDS
AE4nSESE| SB4424 @C Mou EAx, DWORED FTR SS: CESF+C]

BE405E2F | FFSE BS@OEaee | IMC DWORD PTR DS: [EAR+ES]

HA4EEEOE| FF2A BSAEEAGEE | IMC DWORD PTR DS:[EAX+ES]

BE405E0E( 25CO =0R EAR, EAX

BR4EEES0| C2 108E RETH 1@

There, the first CALL is referring to the next address 00405B7F and it's there to take the current

EIP into EBX (by POP-ing it to EBX). Then from EBX is subtracted 0x004019EF and EBX now
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holds 0x4190.

Let's now take a look at the second CALL.

EEEEENE]  S4:FF2S @o@oaani PUSH OWORD PTR FS:[@]
AE4EEEDF | &d:292E BEEEBESI MOU DWORD PTR FS:[081,ESP
BE4ECEES| SSEC 68 SUE ESF, 2

AE4EEEES| S0BE 1@1A4@08 |LEA EDI,DWORD PTR DS: [EEX+4@1A1E8]
BE4EEEEF| S967 MOU DWORD PTR DS:CEDID,EAM
BE4EEEFL| CC INTZ

BE4ESEF2| 9@ HOP

FE4EEEFZ| BY B4ADEEOE MOU ECH, 4

BE4E5EF2| BF31 ROTSC

HE4EEEFA|  29@424 MOL DWORD FTR SS:CESF1, EAX
BE4E5EFD| 295424 @4 MU DWORD PTR S55: [ESP+41,EDH
BE4EECAL| CC INTZ

BE4EcCAZ| 9@ HOP

BE4EECAZ| BF31 ROTSC

BE4EECAS) 2B@424 SUE EA,DWORD PTR S5:[ESPI
BE4EECEZ|  1ES424 @4 SEE ED:,DWORD PTR SS: [ESP+41]
BE4ESCAC| S967 MOU OWORD PTR DS:CEDIT,EAX
FE4EECAE| B9ET @4 MOU DWORD PTR DS:[EDI+d41,EDH
@a4asCil| AF SCAS DWORD PTR ES:[EDI]
BE4EEC1Z| AF SCAS DWORD FTR ES:[EDI]
BE4EEC12| ~E2 EE LOOFD SHORT buritos.B304@85003
BE4EECIE| 2204 B2 ADD ESF, 2

These two INT 3 at address 00405BF1 and 00405C01 will break my debugger, so | should
definitely NOP them.

The RDTSC instruction will take a Time Stamp Counter into EDX and EAX, and the results then
get moved to the stack. All this instructions are probably part of a debugging protection (by
counting the time needed to execute a portion of code, and then decide if it was too slow -
"debugged" or not - "not debugged").

So to pass them up, | will try to NOP the INT 3, put a hardware breakpoint at address 00405C15
where LOOPD ends, and execute the code.

But first, let's check the rest of the code.

EE4EECIE] 2304 B2 AoO ESF, =

BE40sCcis| &d4: 8FBE oooaaaal POF DWORD PTR FS: Lol
BA4ESCIF( 83C4 B4 AOO ESF, 4

aa4asc22( 9B WAIT

Ba4E5CE2( DEES FIMIT

EE40SC2El BD B4880008 MOU ECHK, 4

An4EsC=A| SDES 181A480d | LEA ESI,0OWORO PTR DS: [EEx+4@1A16]
An4EatCaE| D032 2@1A4a08 | FLD GWORD PTR DS5: [EES+481A26]

BE4E5C3E| DFZE FILOD auorRD PTR D5: [ESI]
aod4ascaa 020l FCOM STi1)

BE4ASC3A|  FB WAIT

an4Ea5C3E| DOFEQ FSTSW A=

AE4ESCE0] &6 A9 BEA1 TEST A=, 164

AE4E5C4] |~ 74 @Az JE SHORT buritos. @485C45
Ba4a5C43| D9C3 FalCH STIO1)

BE405C45| DOOS FSTP ST

AE4RSC47 G306 @5 AOO ESI, =

BE40SC4d| ~E2 EA LOOPO SHORT buritos. HE4ESCIG
AE4aSC4c| DC93 48148860 FCOM auoR0O PTR DS: [EER+401A48]
BE405CE2) B WAIT

Ba4aSCsS| DFEA FSTSW M

BE40ECEE|] G52 AT BEA] TEST A&, 166

BE405C59 |« FS AF JHE  SHORT buritos. BE4ASCEH
BE40SCER| DC93 221A4EE0 FCOM ORO PTR DS: [EE-+401A32]
BE4A5Ce1 | FB WAIT

Ba40sCe2| DFE@ FSTSW A=

AE4A5CE4 | &R AT BEA1 TEST H=, 164

AE4HECES| - FE Al JHE SHORT buritos. BR4A5CEE
AE4ASCEH| Fd HLT

aa4nSCee| DOOS FSTR ST

AE4a5Ca0| &1 FOPAD

Baa4nSCeE|] C3 RETH

There is another LOOPD, using the FPU instructions, and at the end of the code a HLT
command at address 00405C6A. Executing that HLT means game over, and | don't want to start
from the beginning again, so instead of putting a breakpoint after the first LOOPD, | will put one
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after the HLT at 00405C6B, hoping that the program will execute fast enough without detecting
the debugger.

Fortunately, my plan worked and | can leave the debug protection successfully through the
RETN at 00405C6E.

An4atCod | SB45 83 MOL ER, DWORD PTR S5: CEEP+51

AR4Ea5Ce7( 48 DEC EAA

An4atCos| 25 OEFAFFFF AMD ERX, FFFFFa@a

AR4EECE0| &E: 8132 405A CHF WorRD PTRE DS:[EAX],SA40
~7vE& F=2 JHE SHORT buritos. 8485097

AR4EECAS|] 8345 83 HMOU DWORD FTR S5: CEEF+S1, EAX

A loop is searching for the current process “MZ” (0x5A4D) header, so at address 00405CA4,
EAX will move its pointer to the ImageBase, to EBP+8.

AR4EECHT | ES DEEanEaaa CALL buiitos. BE4E5CAC

An4EasCAC) 12024 1CiB4a86) SUBE DWORD PTR S5: [ESF1, buritos.0E4aiBic
An4E5CES( 5B FOF EE=

AR4ESCE4 | BY SEELOEEE HMOU ECH, 652

AR4ESCES| B2BE 22154808 | DD ECK,OWORO FPTR DS: [EBx+481522]
an4asCceF| 2940 F2 MOL DWoRD PTR S5: CEEP-21, ECX

At 00405CA7, the CALL is used to take the current EIP. Then from the stack's last entry (where
the current EIP is) is subtracted 0x00401B1C. The result - 0x4190 is POP-ed to EBX and later
used as offset value with the address 00401822.

Adding 0x4190 to 00401822 will point here:
Address

AE4E5292
AE4E53[2

AE4A526:2
AE4R5ACE

| AscII |
5F 90 40 98 98 ¢S 04 61 FC E9 CF B2 @8 80 4C 69 _FJPFU fafure. Lo
&7 63 74 79 2@ 43 6F &0 78 72 65 73 72 G6F 72 @@ Shty Compressor.
16 BE @@ @A DB 1C 8F 75 B8 26 B @A Ed 38 60 BE| o, L. &. . ¢8md
B0 BA AR @@ G5 9B EC 6@ 32 CA 2B GG @2 2B 40 @C| . ... U0s" 2 O0gaH.
AE4ASS07| 36 C8 75 @A BB FA AE 75 FO 4F 2B CF 2B CA F7 D@ : 0. 11 oullFE+sgi
AE4ASSEZ| 22 B2 42 B2 @2 D1 ES 72 @5 35 2@ 22 BS EO FE CE| 20E|BFus4S M3 any

That's the DWORD right after the “Lighty compressor” string.
So OxE16 is added to ECX, which is 0x658 and the result is 0x146E - moved to EBP-8.

BE40sCC2| 6 40 PUSH 4@

AE4A5CC4 | &5 BEZOEA0E PUSH Z0Ea

Aa4nsCCa| 51 PUSH ECH

BE4ASCCH| &6H BA FUSH &

AE4nsCCC| &2 4ABDCEQS PUSH 2CEQD4A

aa4nsc01| ES E2FDFFFF CALL buritos.38465AES

The next CALL to 00405AB8 is a wrapper over CALL 00405A01 (which was a GetProcAddress
analogue). Using CALL 00405ABS8, will be like actually executing a kernel API function.

It has 5 arguments pushed to the stack. The last one is the hashed name of the API function
taken by 00405A01, and the rest 4 arguments are the paramaters that will be passed to that API
function.

To sort things up, if | have the following code:

PUSH 1000
PUSH CEF2EDAS8
CALL buritos.00405AB8

it will execute Sleep(0x1000), because as | already found out, OXCEF2EDAS8 equals the Sleep
function, and 1000 will be the argument passed to this particular function.



Code obfuscation and Lighty Compressor unpacking 13 0f 28

Now let's take a look into that wrapper at 00405AB8

S5 FUSH EEBF
an4Ea5Ae3| SBEC HMOou EEF,ESP
BE4HSABE| FFPS @3 FUSH OWORD FTR S5: [EEF+2]
An4ESABE| EZ2 2EFFFFFF CALL buritos. BE4ESHE]
BE4pSAcCE| C9 LERALIE
aod4asacd | gPad24 “CHG OWORD PTR S55:CESF1, EAA
AE4nSACT | B7d4d4z24 B4 #CH5 OWORD FTR 55: [CESF+41, EAX
an4aSAcE| Cc3 RETH

After the process address is taken, a LEAVE instruction follows, and two XCHG, that will
exchange EAX value with the first and the second stack DWORDs.

By doing so, the RETN at 00405ACB will drop me into the current instruction entry point, so I'll
step over the CALL to 00405A01 and look what EAX holds.

EAA vC2E9A2] kernel32 UirtualAl loc
A VirtualAlloc handle, and by knowing the parameters 0x00, ECX, 0x3000 and 0x40 | can figure

out what will be allocated, using the MSDN documentation:

LPVOID WINAPI VirtualAlloc(
__in_opt LPVOID IpAddress,
_in SIZE_T dwsSize,

__in DWORD flAllocationType,
__in DWORD flProtect

);

Then, ECX (0x0000146E) is the size that will be allocated, flAllocationType will be
MEM_COMMITIMEM_RESERVE (because 0x3000 means exactly that) and fIProtect will be
PAGE _EXECUTE_READWRITE (0x40), and EAX will hold the pointer to the newly allocated
memory region.

As | mentioned before, the last two XCHG instructions are pointers to kernel32. VirtualAlloc
function, and the current return address from this CALL.

m TCEAIASL | kerne 32 . WirtualALL
HBE12FFYE] aa4aSCh&a| RETURH to buritos. BB4BEED6 from buritos. 88465AES

Everything seems right, so | will put a breakpoint at the return address 00405CD6 and execute
the VirtualAlloc function.

BB4BECD1| ES EZFOFFFF CALL buritos. A8465AES
945 FC MOL DWoRD PTR S5: CEEP-41, EA:

The allocation was successful, and EAX now holds a pointer to the allocated space (in my case
00830000), that is saved to ESP-4.

Ea4pschs S0B2 l@isdaea  (LEA ESIL,DWORD PTR DS: [EEX+481218]

Ba4E5COF( 8EYD FC MoL EOI, DWORD FTR SS: [EEF-41]

Ba405CEZ( 8B40 FE MOL ECH, DWORD PTR S5: CEEP-51

BA4ESCES( @20F ADD EEx, EDI

Ba465CET( 2B0OE SUE EEX,EZI

BA4ESCES( F3:A4 REF rous BYTE FTR ES:[EDIIT,ENTE FPTR DS:[ESI]
EE40SCEE| 8082 oZlbBd4b@a | LEA EAX,DWORD PTR DS: [EBEX+481B&3]

Ba4nsCcF1| FFEB JHF ERE

At address 00405CD9, in ES/ is moved the address of EBX (containing 0x4190) plus 00401810,
that is pointing here:
Address | Hex dump | AscII |

4C 69 67 63 ¥4 ¥ 28 43| 6F &0 F@ ¥2 &5 V3 ¥3 6F|Lighty Compresso
AE40E9EE| F2 @@ 16 BE B8 0@ DB 1C 9F V5 80 26| 08 68 E4 28| r. oA Lol Bl L el
AE4052CE| 60 BE B0 88 68 6@ 55 SB EC &0 33 CHA| 5B 55 @3 8B mA....UW0e" 310N

Then EDI takes the pointer of our newly allocated space 00830000, and ECX gets the value of
0x146E from EBP-8.

Few lines below a REP MOVS instruction, will move 0x146E bytes from where ES/ points to the
allocated space pointed by EDI.
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Finally, EAX gets a pointer to 00830353 (EBX, now containing 0x0042E7FO0 plus 0x00401B63)
and jumps on that address by JMP EAX at 00405CF1.

S0EZ &S1E4@8@ |(LEA ESI,DWORD FTR OS: [EEX+481EEE]
AnSzEIcal FRFBE 22184808 | PUSH DWORD PTR OS: [EEX+481322]
BEZZEIEF| 56 FUSH ESI

aog2a3cE( EZ CIFCFFFE CHLL DE23nE2c

ARS=AsEs | SEES 26154808 | CHMP ERAX,OWORO PTR DS: [EBx+4B81526]
ARZ2EI5E| - BF 35 DBOZ860E | JHME 88238540

AEZEEEY1L] FFEZ 2A184808 | PUSH DWORD PTR DS: [EE-+40122A1

Here, the first CALL to 00830026 does exactly what this on 004059C6 was doing - it hashes a

string, so lets check the arguments.
m BES3EE5S| RETURN to BESSA55S from BESS611S
AE1ZFFES] DREGEE]E

The first argument is ES/, and it holds a pointer to 00830658:

| eI |

MEEPSwrEB+.q EATC
AE =R ] pPE-rEL B
HMppLB&isFR+ayspA
FrIEmE, BoY0R E.

Hddress

AEZZECSE| 40 35 SR A 35 B3 &6 H2 B4 @9 Y1 FF| 81 B3 Cz2 21
AEzZEcEs| @1 4@ C2 15 CF D@ B2 S0 7@ 5o 45 C2 02 4C @1 83
AEZZEETE| 9E 14 VB EA IC B2 @1 8B 20 @3 2B 1E|E? Al EA 11
BEZZECEE] 28 22 18 57 28 EE 48 AC @2 AE 1F 2E B3 DE A2 @b

The highlighted bytes are actually the encrypted "MZ" header.

The second argument is 0XE16 and that was a length parameter. So, the function at 00830026
will create a checksum of this data.

I'll step over that call and lets see the next comparison at 00830365.

DS: [HAZ3AA1 6] =yE2F1C0A
ERX=F58F1C0A

Both value equals, but in case they don't match, the jump will be taken to ExitProcess function.
The checksum is compared against a value stored at 00830016 (EBX+401826), poilnting here:

Address |Hen dump |AscII
OOES0EH0| 40 69 &7 6B ¢4 rd 28 43 6F 60 7@ 72 65 72 72 BF
ARZZEE1G| 72 BA 16 BE @8 @8 D8 IC 2F 7S5 B@ 26 B BA E4 39
ARZZAEZG| 60 BE BB BB BB @8 55 9B EC 6@ 32 CA 9B G5 82 S
AREZAEZ6| 40 BC 3B CB 7S @A 2B FA AE 75 FD 4F 2B CF 2B CA

Lighty Compresso
Temfe LU, 8, 2
mA. ..UM 20080

e WL I ouEDTFE=

HEZZEEY1 ) FFE3 2A1S348860 FUSH DWORO PTR DS5: [EE-+4B0152A1

BEZIEIYY| &H 40 PUSH 4A
AESSESTS] &8 3174BCYF PUSH FFECY431
EZ 95FOFFFF CALL @an22E113
BES3E353) 5945 F4 Moy OWoRD PTR S5: CEEF-C1, ER:
BEIIEIDG| @BCA OF ERX, EAR

AASSA255| v BF34 BEAZEARE | JE BESI0E4C

The next call is again an API function call, this time with two parameters. Again like before, I'l
step into the call to see what's the API function executed here, and this time it's a GlobalAlloc
with parameters uFlags = GPTR and dwBytes = 0x2600. The dwBytes parameter is taken by
EBX+40182A (0083001A) here:

Address |Hex dum |AscII |

BRSSOORD| 40 69 67 68 rd 79 26 43 6F 60 7@ 72 65 r2 ro GF Lighty Compresso
TemBe LU, 8 23S

FEZZEALE| 72 8@ 16 BE B8 B DA 1C SF 75 B0 26 0@ BE E4 38
AnSzEn2E| S0 @E 8@ &8 08 @0 55 B EC &0 23 CH 2B 55 82 SB|mA....UM="ZL00EN
pEzzEEsE] 40 BC 2B CB VS BA SBE FAIAE V5 FD 4F| 8B CF 2B CA| M. ;%u. - ouxEdF+=

In my case, the memory gets allocated at 001429E0 and stored in EBP-C. Then the GlobalAlloc
result is checked and if the memory cannot be allocated, the JE jumps to ExitProcess.

BEZZAZSE| SBFS Hou EDT, EAX
Ang2a39E( S PUSH ESI
AEZ3EZ31| 57 FUSH EDI
ES 9SFOFFFF CHLL fEz23n]2c
ARS=AS9F SBES ZA1S4808 | CHMP ERAX,OWORO PTR DS: [EEx+4B8152A1]
AnZzEI90] - 8F 35 AP0Za608 | JHE 8@s3854C

The next CALL is to address 0083012C and it gets two parameters. The first one is the newly
allocated by GlobalAllocate buffer, and the second one is the the beginning of the compressed
"MZ" header at 00830658.

Looks like that CALL will uncompress the packed program, so I'll take a better look.
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BEEIE1ZC| 55 FUSH_EEF
BEE3E120| SBEC MOU EEP, ESP

BEZ3E1ZF| &0 FLISHAD

BEE3E136| 9B7E BC MOL EST,DNORD PTR S8: [EEF+C]
BEZ3E133| SEVD B8 MOU EDI,DWORD FTR S5: [EBF+E]
BEEIE126| FC CLD

BEZ3R137| BE SO MOU DL, 26

BEE3E129| S30E $OR EE, EBY

BEZ3E13E| Ad MOUS EYTE PTR ES:[EDII,EBYTE FTR DS:[ESI]
BEZ3IE1SC| BI B2 HOU EL, 2

AEE3E15E| ES GDREROEE CALL @65361E0

BEE3E143|~73 Fé JHE SHORT GBS3613E

BES3E14E| 309 WOR ECH, ECH

GEE3E147| ES G4BDRHEE CALL o&5361Em

BAS3A14C| w73 1C JHE SHORT @BS3616A

BEE3E14E| 23CH HOR EAX, EAX

GEEIEICE] 2BTLE4 28 SIUE EDD, DWORD FTR S5: [ESP+28]
BEZ3E1068 §I7C24 1C HOU DWORD PTR S5: [ESF+1C],EDI
BEE3E104 &1 FOPAD

BEE3E10E| C3 LERLIE

GEE3E106| G2 GoeE RETH &

The function is not that long, and | can use it to create an unpacker, so I'll save a copy of the
code for later, but for now I'll just execute the decoding call, to get the unpacked data.

After the unpacker CALL, a check compares the result of that call, with the size of the global
allocated buffer, and if they match the code will continue down. However, if they don't, JNZ
0083064C will terminate the program with ExitProcess. Well, they do match, so let's take a look
at whats just got decoded.

Address | msc1I |
FR14-2E0| 40 GA 90 OB O3 G0 OF OF 04 A0 B0 B8 FF FF GO B8] MZP. %, 0 ®00.  «.
BE1429F0| B2 BE PE DR OO G0 B3 DR 48 B0 G0 A3 OB OB B0 B8 F....... Bav e

HE14ZA60) BB BB BB BB BB BA GR BA BA BA A B8 B8 AE A0 A .. ..eieeerannans
The data is now unpacked in to the allocated by GlobalAlloc buffer, then I'll take a memory

dump and view it in PE Explorer's disassembler.

Unprocessed data  Stings |‘v"|ew'l I i EI WiEw 3| WiEw 4|

I]I]-JI]lI]' : 0401092 _http_ .
I]~1I]1I][I~1_I'|tt|:._
0401110 _http_
I]*ll]'l‘HEl_I'nttp_
0401184 _http_
04011BC http

Looks promising, but I don t want to be a party killer and spoil my own fun, so let's leave that for
later and continue with the unpacking process.

BEZZEZAZ] SA FUSH ER#

Ang2asn4| 57 PUSH EDI

ES YCFCFFFF CALL BR2ZE82E

BEZIEZAA| 3882 2E1Sd40@E | CHMP EAX, DWORD PTR DS: [EEX+48122E]
ARSZEZEE| - BF 35 Fe028808 | JHE BEs3864C

What's next? Another checksum, and this time for the uncompressed data. If the two checked
values don't match, the program will be terminated again by ExitProccess.
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The sum of EBX+40182E point to 0083001E:

Address |Hex dum |AscII |
GOZo0D00| 4C 69 B¢ 62 ¢4 ¢J 28 43 6F 60 7@ 72 65 72 72 BF|Lighty Compresso
ARZZGA1G| 72 @A 16 BE B@ 6@ DB 1C SF 75 B8 26 08 98 E4 38| r.-A.. A0, b, .98
AEz2aE26| 60 BE @A @ B8 B9 55 9B EC 6@ 33 CA 2B G5 82 SB|mA. ...UMk SL0EN
ARZZAE36| 40 BC 3B CB 7S BA 5B FA AE 7S FO 4F 8B CF 2B CA|M.;Su. i ousOiF+=

And yet another DWORD has been decoded from Lighty's stub...

2B40 F4 MoL EC:, DWORD PTR S5: [EEP-C]
AEZ3E3ET| @349 3C AOD ECw, DWORD FTR DS: [ECK+3C]
BEZZEZEC| & @0 PUSH @
BES3E3EE| 54 FUSH ESF
BEZZEZEF| & 4@ PUSH 4@
BEE3E3C1 ) FFFP1 5A FUSH DWORO PTR DS: [ECK+5A]
aEzaEac4 | FEFS @ PUSH OWORD PTR S5:[EEBF+2]
AEZZEECT| 68 2ZFEFE&1E PUSH 108&&F2F
aEazIEaacc| EZ 4YFDFFFF CALL an2z6113
AEz3Ea301| 55 FOF ER:
AEz23E202| ~EB 77 JHAP SHORT an2za44B

Here, a API call with 5 parameters (six, if we include the 10066F2F, that define the API
function).

At address 008303B6, ECX get a pointer to the global allocated memory — 001429E0. Adding
0x3C to it, will point to the uncompressed DOS_PEOffset value, and adding its value to ECX
itself will make ECX pointing to the beginning of the PE header. Later, ECX is used at
008303C1, by adding 0x50 to it, that will point to the PE's SizeOflmage value, which is 0x5000.
Used as first parameter to the API function, ESP+8 holds the current ImageBase address -
0x00400000, and finally ESP used as forth parameter pointing at 0012FF74.

So, what's that API function?
ERX YCEE1ADA kernel3z2.MirtualProtect

BOOL WINAPI VirtualProtect(
__in LPVOID IpAddress : current Image Base, 00400000
__in SIZE_T dwSize : Unpacked's SizeOflmage 0x5000;
__in DWORD fINewProtect :0x40, or PAGE_EXECUTE_READWRITE
__out PDWORD IpflOldProtect : buffer DWORD, pointed by ESP

);

So that 0 pushed at address 008303BC is popped back to EAX at 008303D1 and it's not part of
that API call.

SlsiEESERls] SEFD 83 Mol EDT, DWORD PTR 55: [EEF+E]
aE23E44E|] 2BFS F4 MoL ESI, DWORD PTR S5: CEEP-C]
AEE3E8451 | SBCE Mow ECH,ESI

AE23E452) @34E 3C AOD EC, DWORD FTR DS:[ESI+3C]
AE33E8456) 5B49 54 MaW ECx, OWORDO FTR DS: CECK+54 ]
aE2zIE45al F3: A4 REF MoOUs BYTE PTR ES:[EDIT,BYTE PTR DS:[ESI]
AE33E845E| 865D @3 Mo EBw, DWORD PTR 55: [EEF+E]
BE23E845E|] @35 3C AOD EBx, OWORD FTRE DS: CEBX+3C]
AEZZE451 | AFEY4E @6 MOLZ s ECH, MORD PTR O5: [EBX+E]
AE23Ea4es| AFEYY3 14 MOz ESI,WORD PTR DS: CEBEX+141
aazsEa4e2| s0741E 13 LEA ESI,DWORO FTR DS: [ESI+EBX+13]

| already know that, EBP+8 moved to ES/, holds the current ImageBase 00400000 and EBP-C
moved to ES/, is the global allocated buffer, containing the uncompressed data of the original
malware.

Then a REP MOVS at address 0083459, will move the data from the uncompressed malware,
to the current image base address, overwriting the current process into the memory.

The instruction REP uses ECX as counter, so to determine how many bytes will be moved, I'l
have to see what ECX will contain there.

First, ECX gets ESI's value - 001429E0. Then, ES/+3C, pointing at the DOS_PEOffset is added
to ECX, and at 00830453, ECX will hold the beginning of the PE header.
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Finally, ECX is replaced by ECX+54 (pointing to PE's SizeOfHeaders value - in this case
0x400), and | now know that 0x400 bytes will be moved from the decoded data to the current
image base. So, that REP MOVS will move all the MZ & PE data, plus the PE Sections, and
basically everything between the beginning of the file, and the beginning of its first - in this case
".data" section.

Then, the current ImageBase address is moved to EBX, and agin using 0x3C as offset and
adding it to EBX, at 0083045E will point to the current process PE header.

A MOVZX to ECX will take the PE's NumberOfSections, and another MOVZX, this time to ESI/
takes the PE's SizeOfOptionalHeader value.

At the end, ES/ takes a pointer to SizeOfOptionalHeader+EBX+0x18, that will point to the
beginning of the PE Sections - ".text", ".data" and ".reloc".

aazaa4eh( 56 FUSH ESI

gazsad4eE( 51 FLISH ECH

EEzIa4cF|( SEYD 82 Moy EDI,DWORD PTR S5: CEEP+21
BAZZA472( @3YE @C AOO EOI, ODWORD FTR DS:[ESI+C]
Bas304 75 SB4E B2 MOL ECH, DWORD PTR DOS: [CESI+&]
BRZZE4 7S BE43 28 HMOU Ef, DWORD FTR OS: [EEX+32]
Bas3047E( 48 DEC ERX

BAZIE47C( @3CS ADD ECx, EAX

aaz3647E( FrOa HOT ERX

BazIa43E( 2308 AMD ECH, EAX

aasaa422( CLES a2 SHR ECHK, 2

BazIA435( 33CH ®OR ERX, EAX

aas30427( F3:AB REF STOS DWORD PTR ES:[EDII
EEZZE453) ZE4E 18 MoL ECx, DWORD FTR DS:[ESI+18]
aas3642c( SBYE @ MOL EDI,DWORD PTR DOS: CESI+CI
EEZZE45F | ZEYE 14 MOY ESI,DOWORD PTR D5:[ESI+14]
aas3a492( a3vs Fdqd ADD ESI, OWORD PTR S5: CEEP-CI
BRZZE495 1 @370 82 AOO EOI, DWORD FTR SS:[EEF+S]
aas30492( F3:A4 REF HOLZ BYTE PTR ES:[EDII,BYTE PTR DS:[CESI]
aazsnd9q( 59 FOF ECH

aas30498( SE FOF ESI

BRZZA49C1 FICE 28 ADD ESI,

aazza49F(~E2 CC LOoFD SHDHT aas3a4a0

A loop using REP MOVS, and a ECX counter (containing the NumberOfSections) will run three
times, to transfer all three sections ".text", ".data", ".reloc" to the current process memory.

aas38481( FFYS Fd FUSH DWORD PTR S5: [EEF-C]
AAZZE4H4 | &2 9D1EGELS FUSH &2eB1E9D

ES SAFCFFFF CALL aaz36118
ABS=A4AE| SEEE 24088808 | MOV ECK, OWORO PTR DS: [EBx+24]
aazz04B4 [+E3 &6 JECHE SHORT oeszatic

Another API call - this time GlobalFree will free the previously allocated memory at 001429EO.
(I' dump that buffer, before it gets freed because it contains the uncompressed malware and |
can use it later to dump it in it's original state.)

A MOV is taking the IAT size from the current process, stores it in ECX and then JECXZ is
jumping depending on the ECX value.

In this case, the IAT size is 0x8C, so the jump will not be taken.

m SESE SEEAAEER | MO EEX,DWORD PTR OS: [EEX+3A]
AAZZA4EC| @IS0 @S ADD EEX, OWORD PTR SS:[EEF+&]

EBX takes the IAT address, then the ImageBase is added to it, so EBX will point at the
beginning of the /IAT.
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EEEEEESE SEFs ac Mou ESI, DWORD FTR DS: [EEX+C]
angaa4c2| BBFS OR EZI,ESI

ARS3A4C [~ 74 56 JE SHORT HEAS2AS1C

aogaadce| E3IFE 88 ADD ESI, DWORD PTR SS5: CEEP+S1
BEZIE4C| 56 FUSH ESI

AnZzA4CH) &2 YEsSRSEL PUSH Bl2&cEF@

BEz3Ea4cF| ES 44FCFFFF CALL 8an23811s

aog2a404| BBCH OF_ERX,ERX

ARZ3E406 |« 75 OB JHE  SHORT @n2z84E=

aog2ad402| 56 PUSH ESI

AEzzE40%| &8 S0OBDCISF PUSH ZFC1EDS0

angza40E| EZ2 2EFCFFFF CALL fEz23nlis

BEZZIE4ES| SEO@ Mo ED, EAX

AnZza4ES| SEBVE 1@ MOL EDI,DWORD FTR DS: CEEX+1G1]
BEZZIE4ES| SB33 Mou EST, DWaRD FTR OZ: [EEX]
BE33E4ER| BBFG Or ESILESI

BEZSE4EC| 7S Az JHE SHORT BRs384F8

BE23IE4EE| SBFY Mo ESI,EDOI

BEZ3E4FE| @375 as AOD ESI, DWORD PTR 55: [EEF+E]
AEZIE4E2] @3¢0 ag AOO EOI, DWORD PTR SS5: CEEP+2]
BES3E4FE| AD LaDS DworO PTR DS: [ESI]
BEZZE4FF| @BCA OF ERX, EAR

BEZZE4FS| 74 1C JE SHORT @@33651y

HEZZE4FE| @FBAFA 1F BTR ERX, 1F

BEZZE4FF |~ 72 @5 JE SHORT HESZASHG

BE2IESEL | @345 ag AOD EA:, DWORD PTR SS5: CEEP+2]
BEZ3E564 ) 46 INC ER:

BEIIASAES) 40 IHC ER-

BEZ3ESAG| 52 FUSH EDi

BEIIEASET| 5O PUSH ER:

BES3ESES] 52 FUSH ED:

BEIIASAT| &2 FFIFFCCY PUSH COFC1FFF

BEZ3EASHE| ES BSFCFFFF CALL aRz38115

aEa3E512 SA FOF ED

AE33E8514| AB STOS DWORO PTR ES: [EDI]
aEazEs 15| ~EB DF JHAP SHORT @an2z284Fs

AEZ3E517) 83C3 14 AOO EB#, 14

aE2238s5 1A ~EE A3 JAP SHORT BR2264BF

BE33E51C] 8B5S @3 Mo ED, DWORD PTR 55: CEEF+E]

18 of 28

Two nested loops are executed here - inner from 008304F6 to 00830515 and outer from
008304BF to 0083051A.

Three API calls are executed here - at 0083050E (with parameter 0xC97C1FFF), 008304CF
(taking 0xB1866570 as parameter) and 008304DE (with 0x3FC1BD8D as parameter) so I'll
have to check them.

That first jump at address 008304C4 will take me right after the inner loop, so that's the loop
terminator.
A LODS-STOS is also present, so there's some data moved here, but first things first.

Let's see all these calls and what will they do.

The first one at 008304CF, gets only one parameter and in the stack it says "SHELL32.dll".
EAX FC2EBS529 kernel22.GetModu leHandleA

It's a kernel32.GetModuleHandleA call which will get the handle of "SHELL32.dII".

Then the second at 008304DE is executed only if the first one's result is FALSE. So if

GetModuleHandeA fails:
ERs YCEA1DYY kernel32.Loadl ibraryA

a LoadLibrary is trying to get the library handle.

The last call at address 0083050E is a kernel32.GetProcAddress, on the first run taking the
process address of shell32's "Shell_NotifylconA" function.
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After the last CALL, the STOS DWORD PTR ES:[EDI] at 00830514 will save the process
address to a memory pointed by EDI, which in my case is the IAT:

Address [Hen dump ASCII
AR4E1ERE| 48 2C @A A8 56 20 BA BA 33 2C AA @8 26 2C A8 BA[H, . .V, .. 8, 00y a s
AR4E1Elal 16 2C 88 B8 B2 2C B8 B8 F4 2B 0G 80 A8 60 68 60| ., . .8, .. T+. .o u s

AE401E2E| 95 2B 80 A0 AS 2B B8 88 B4 2B 80 68| 52 2B 88 88| l+. . kx+. .+ LB
AE40lEzE| 06 2B 80 A0 Ve 2B B8 8@ &2 2B 80 08 54 2B @8 80| p+.oob L b LT
AE40lE4E| 40 2B B0 A6 48 2B B8 @8 Co 2B A0 08 08 68 88 88| L+. .0+, . Froe.a .

AE40lEcE| EV 82 A2 FC B8 08 B8 8@ 54 20 80 08 08 68 88 88 9iri....T-.. ...
AE401ECE| 92 20 B8 B8 AS 2C B8 @8 B4 2C 80 68| Ca 2C @8 88| T, .My eadrus Fra
AE40lE7E| FE 2C B0 A0 Ee 2C B8 @@ F2 2C 80 08 02 20 88 887, .., .., . 8-,
AE401EsEl 14 20 86 a6 DS 2C 68 88 72 2C 86 68 08 68 88 88 M- o Fs e e s unnnns
AE401E%E| 32 20 80 80 68 08 B8 B8 &2 V4 V4 Y8 3R 2F 2F 61| 2-...... httpt - <=3

AE40lEREl6E V4 69 F3IVE YR YV 61 F2 65 20 Y1/7Y5 69 63 6B ntispyware—quick

Seems like, the whole idea of those loops is to fill the current /AT with the API function handles.
This way the unpacked code can be run from the memory, without needing to reinitialize these
handles.

So I'll put a breakpoint at 0083051C, right after the last loop jump and run the app.

Address [Hern dump AZCIT

Aadalana(C2 CA DF @77 1B C4 DF 7@ 22 C1 DF 77 EF EE DD 77| Pu+—Sui- Sy w
Badalalal 1B 76 DD 77 33 73 0D 77 F@ &6 DD 77 0@ 88 88 0a| +f whslweklw. ...
BadElEzal 2F @2 21 Y0 EB C& 20 FC &F 23 28 FC &2 4C 21 FC|-BEipFRia#AicLE!
BEdalasa| 3F EB 8@ ¥C B SF 83 FC 29 BS 8@ FC A2 CH 21 7O TYeB G001 19 A6
Aadaladol 42 24 20 FC 29 CF 28 FC 21 82 91 FC 00 B0 08 G0 BSAIIFAI1eC!. ...
BE4ElEcE(EY 89 A3 FC 88 B8 B8 88 57 &6F FH 77 B8 88 88 88| 96r ... o w. ...
BadElEcE( CE 2B D4 ¥7 45 EA DS 77 BB 19 D5 7PF 16 22 DE 77 |i EwEerwdd Fua it Fu
Badalaca( B0 BC D4 7 DE AZ D4 77 AE E2 D4 77 6B DF D4 77|42 By e SwoT Swk™ Bw
Bad@lEco(ERB ED DE 77 FA EZ D4 77 AE 21 DE 77 OO0 B0 08 00| parw- wEwot Fu. ...
BE4ElE9E(FS 99 2B 77 @8 B8 88 88 &3 74 ¥4 78 3R 2F ZF ol | iltw....http:-ra
BE4ElERE| 6E P4 &9 VA 79 VY 61 V2 65 20 F1 YR 69 &2 EBIntispuware—quick

SESS a5 Mol EDys, DWORD PTR 55: [EEF+E]

2BS0D @z MO EBw, DWORD PTR 55: [EEF+2]

A3SE 3C AOD EEx, OWORD FTR DS: [EBR+3C]

2B532 34 SUB ED, DWORD FTR DS: CEBR+341]
BEZZIES2E[ 74 40 JE SHORT @8a33asSyy

Here, both EDX and EBX take a pointer to the current ImageBase - 00400000. EBX is then
added to the the PE's DOS_PEOffset value, so EBX will point to PE header.

Then, from EDX (current ImageBase) is subtracted the overwritten ImageBase. Since both are
00400000, the JE to 00830577 will be taken. Most probably this is some compatibility check for
compressed DLL's or applications with different than the standard 400000 /mageBase.

lm 2E2E C4B0Ea0E MO ECw, OWORD FTR DS: CEBR+C4 ]
BEZ3ESYO+ES &A JECHE SHORT @aszaShF

EBX+C4 points to the PE's TLS Table_size, and then gets checked if equals zero. This
application doesn't have a TLS Table, so the size is 0, and the jump to 008305DF is taken.
MOU ERX, DWORD PTR OS: [EAX+C]

ed:iH]l SEHBEAREA
AEZIELES| 2B48 ac
HEZZESES| SB48 ac
HEZIESER| 2B42 18 MO ECH, DWORD FTR DS: CEAR+13]

Another PEB data reading is between 008305DF and 008305EB. The PEB pointer is taken in
EAX. Then EAX gets a pointer to PEB->LoaderData, which was a PPEB_LDR _DATA structure.
From that structure, in EAX is taken a pointer to InLoadOrderModuleList (a LDR_MODULE
structure). And finally ECX stores the BaseAddress of the current image — 00400000.

So ECX is the BaseAddress 00400000 and EAX is the InLoadOrderModuleList-
>LDR_MODULE pointer.

MoL Efx, DWORD FTR FS:[38]
MO ER, DWORD PTR DS5: CERR+C]
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BES3IE5F1( 3958 18 CHF DWORD FPTR DS [EAN+1E], EDHX
ARSZASFS [~ 74 @7 JE SHORT @@SsnsFD

BES365Fs( SBOA MOL EFE, DWORD TR DO5S: CEAK]
BAZZASFS( 3943 18 CHP DWORD PTR DS: [ERX+121, ECH
BESIO5FE(~7FS Fd JHEZ SHORT oS85k 1

BREZSEEFD| ZESE 28 Mou EBx, DWORD FTR OS: [EEX+22]
Bas3I0cE8( @350 a2 ADD EEX, OWORD PTR S5: CEEP+S1
BAZZACEZ( 8958 1C MOU OWORD FTR O5: CEAX+1CT, EBX
BasI0eEs| 895024 1C HMOL DWaRD PTR S5: CESP+1C1, EEX
BRZSECEA| ZESD F2 Mol EB=, OWORD FTR SS:[EEF-=2]
aas3oeab| 895024 18 HMOL DWaRD PTR S5: CESP+121, EBX
BazsAsll( BESD FC Mol EBx, OWORD FTR SS:[EEF=4]
aas30eld| 895024 14 HMOL DWORD PTR S5: CESP+141, EBX
gazIasla &1 FOFAD

BES3I8613 LEALE

BAZZIASIA( 890424 MOU OWORD FTR S55: CESF1, EAX
aas30s10( 33CA WOR EHH EAX

BazsEslF| Cz 8488 RETH

20 of 28

I'm getting closer to the RETN, but what do we have here? A small loop between 008305F1 and
008305FB.

EAX is still holding the PEB's LDR_MODULE structure, so EAX+18 will point to

LDR MODULE's BaseAddress, which is 00400000, just like the one EDX holds, so the jump will

be taken to 008305FD.
Then at 008305FD, EBX is replaced by EBX+28. EBX is pointing at the current PE header, so

adding 0x28 to it, will be the AddressOfEntryPoint value -
EBP+8 is added to EBX and that builds the address 00402040 into EBX.

in this case 0x2040.

The PEB's LDR_MODULE EntryPoint is replaced then at 00830603, by EBX. Basically, The
current process EntryPoint is set to 00402040.
Next, stack entries 8, 7 and 6, are replaced at 00830606, 0083060D and 00830614 with

00402040 (the new entry point), 0x146E (from EBP-8) and pointer to 00830000 (from EBP-4),
where the virtual allocated space is.

A0l 2FFac
BE1Z2FF2E
a0l 2FFad
BA1ZFF9S
a0l 2FFac
BE12FFAE
a0l 2FFA4
BE1Z2FFAS
a0l 2FFAC
BE12FFEE

A POPAD pops back the stack values to the registers EAX, ECX and EDX.

TLOLETIE
FEFFFFEF
@1 ZFFES
BE1 ZFFAC
7FFDF BiEE
BB S EEEE
BEEE]4EE
BEEZE4E
B3] 42 SEE
BEEE] HEE

Registers [(HAX]

ntdll.7Col

ASCII ™Lia
buritos. @68

aras

hty Comprescor”

4EZ048

EAX EA482840 buritos. A8462848
ECK HARE146E
ED: AE538088 ASCII "Lightw Compressor™

Finally, the first stack value is replaced with EAX (the new entry point 00402040) and RETN
sends me here:

B84 62845 a5 DE 55
AE4E2E4 ] 2B DE 2B
AE4E284 2 EC DE EC
AE402Ea43 21 DE 21
BE4E:2E844 EC DE EC
AE4E2A45 1A DE 18
BE4E2EAd 5 Al DE @1
BE402Ea4 7 5]5] DE QiE
BE4E2EA45 5]5] DE Q&
BE4E2EA49 ED DE EZ
BE4E2A4H Fz DE F2
BE402A4E 5] DB H&
BE4E2A45 515 DE Q&

Oh... Ctrl+A
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B2 E I = PUSH EEFP

BE4E2a41 (1 . SBEC Moy EEF, ESF

And4Ezn4z(] . FIEC 188loeaa) SUB ESP, 116

AE4@2A42 ) . BB FRESAEAE | CALL buritos. 04626468

And4Ezn4E(] o BEFE 62 CHP ERE, 2

AR4E2A51 (] .~ 74 BA JE SHORT bBuritos. 3@482850

And4Ezasz(] . ES e3028a08 | CALL buritos.8@4822CH

BE4E2A52| ] . S3FE @1 CHF EM=, 1

A04E205E (] .~ 75 88 JMHE SHORT buritos. 88482855

BE4E=a50)1 » &6A @[ FUSH & ExitCode = @

Ba4ozEsF () o FFIE SCiodaaa| CALL DWORD PTR DS: E=1-EIIEIEI3] Ex itProcess
padpzEcs]] » ES 2e@700EE | CALL buritos.@@46z79

And thats the original malware entry point. Now | can make a dump and fix the IAT with
ImportRec, and | did so, but

Size: B5.0 KB [B9 632 bytes)

Size on dizk:  B3,0 KB [B9 632 butes)

that size, 68KB looks way too much. The file is working and can be analyzed as it is, but still,
68K?

I'll get rid off that fat dump, and rebuilt it myself from the memory dump, saved before
GlobalFree-ing the memory holding it.

Because OllyDbg doesn't have a very flexible memory dumping functionality, the MEM file
contain bulk data at the beginning and the end that I'll have to cut off.

The best way to determine where is the beginning of the program in that memory dump is to
search for the "MZ" header like this:

OFFSET o0 01 02 03 04 05 06 07 08 09 OB OB OC OD OE OF 00 01 02 03 04 05 06 07 08 0% OA OB OC 0D OE OF
000o0: 29E0 4l B4 20 00 02 00 00 00 04 00 OO OO FF FF OO OO0 M E g u] u] A E
0000: 29ED B2 00 00 00 00 Q0 00 00 40 00 00 00 00 00 00 0o & @

0000: 2ZR00 o0 00 00 00 00 00 0o 00 00 00 00 OO0 00 00 00 00
and everything before offset 0x29EO0 should be removed.

As | said, there is bulk data at the end too, that is in fact not necessary to remove, but I'll do it
anyway.

To get to the programs end I'll use the GlobalAlloc size parameter as file size, and it was
0x2600, so 0x29E0+0x2600 = offset 0x4FEO.

OFESET 00 01 02 0% 04 05 06 07 0F 05 OR OB OC 0D OE OF 00 01 02 0% 04 05 06 07 0% 03 OR O OC 0D 0E OF
0000:4FE0  AE| AR AR AE AB AB A AB 00 00 00 00 00 00 00 0O & w w @ @ @ %
0000:4FF0 0F 0Z C3 O4 EE 14 EE OO0 78 01 14 00 78 0L 14 00 O O T O o O o x 0 O x 0 0O

00on: 5000 EE FE EE FE EE FE EE FE EE FE EE FE EE FE EE FE o W o K O B O K O K O N O N O
So removing the bulk data will produce a 9728 bytes long EXE — much less than the dumped
one.

And that's all!

Unpacking “Lighty Compressed” files is not hard at all.

The laziest way is to set a breakpoint at GlobalAlloc, and GlobalFree. Then, when Olly breaks
on GlobalAlloc, write down the Size argument. Run the application until GlobalFree breakpoint
is triggered.

Save the memory buffer that will be freed, then strip the bulk data from the beginning and the
end of the memory dump, and you will get the original, unpacked executable!
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Appendix A: "Lighty compressor" structure

aoon
LWL
a0zo
Ll
0E50
0EeD
067D

04 05 71 FF 21 BE& CZ 31 01 40 CZ 15 C7 DO 0% ED O 0 g = ' & E ~ O @ E O = P O ]
70 E0 45 CZz 08 4C 01 02 9E 14 70 EO0 1C 0OZ Ol OB r P E E O L OO0 &£ O p a O O O 0O

"Lighty Compressor" identificator string (NULL terminated)

Size off packed code

CRC of packed code

Size of unpacked code

CRG off unpacked code

Endiefdheadei@data

Unpacker code

Paecked code
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Appendix B: "Lighty compressor" CRC algorithm, C implementation

#include <windows.h>
#include <stdio.h>

int main() {

char data[] = "ActivateActCtx"; // data to get CRC'ed
inti, j, t, data_length;
unsigned int result = -1;

data_length = strlen(data); /I for binary data replace strlen with its size
for (i = 0; i < data_length; i++) {

result A= datali];

for(j=8;j>0;j-){

t=result & 1;
result >>=1;
if () {
result *= 0xEDB88320;
Y
Y
printf("%08X", ~result); /I the result is NOT-ed
return O;
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Appendix C: "Lighty compressor" Uncompressor, FASM implementation

format PE GUI 4.0
entry start

include 'win32ax.inc'

section '.data' data readable writeable

file_input db " 00830000.mem",0 ; compressed data is here

file_output db "unpacked.bin",0 ; the unpacked binary will be here
hwnd_file_input dd ?

hwnd_file_output dd ?

size_file_input dd ?

size_file_output dd 0x2600 ; unpacked binary size (see appendix A)
hmem_file_input dd ?

hmem_file_output dd ?

NnumberOfBytesTORW  dd ?
section '.code' code readable executable
start:

invoke CreateFile,file_input, GENERIC _READ,O,NULL\
OPEN_EXISTING,FILE_ATTRIBUTE_NORMAL,NULL

mov  [hwnd_file_input],eax

invoke GetFileSize,[hwnd_file_input], NULL

mov [size_file_input],eax

invoke GlobalAlloc,GPTR,[size file_input]

mov  [hmem_file_input],eax

invoke ReadFile,[hwnd_file_input],[hmem_file_input],\
[size_file_input],nNumberOfBytesToRW,NULL

invoke CloseHandle,[hwnd file input]

invoke GlobalAlloc,GPTR,[size_file output]
mov  [hmem_file_output],eax

; Begin of uncompress routine
pushad
mov  esi,[hmem_file_input]
mov edi,[hmem_file output]
cld
mov  dl,0x80
xor ebx,ebx
label_0083013B:
movs byte[edi],byte[esi]
mov  bl,0x02
label_0083013E:
call func_008301B0
jnb  label_0083013B
XOr  ecx,ecx
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call func_008301B0
jnb  label_0083016A

Xor eax,eax

call func_008301B0

jnb  label 0083017A

mov  bl,0x02

inc  ecx

mov  al,0x10
label _0083015C:

call func_008301B0

adc al,al

jnb  label_0083015C

jnz  label 008301A6

stos byte[edi]

jmp  label 0083013E
label 0083016A:

call func_008301BC

sub ecx,ebx

jnz  lable_00830183

call func_008301BA

jmp  label _008301A2
label _0083017A:

lods byte[esi]

shr eax,0x01

je  label_008301CC

adc ecx,ecx

jmp  label 0083019F
lable 00830183:

xchg eax,ecx

dec eax

shl  eax,0x08

lods byte[esi]

call func_008301BA

cmp eax,0x7D00

jnb  label 0083019F

cmp ah,0x05

jnb  label _008301A0

cmp eax,0x7F

ja  label _008301A1
label 0083019F:

inc ECX
label _008301AO0:
inc ECX

label 008301A1:
xchg eax,ebp

label 008301A2:
mov  eax,ebp
mov  bl,0x01

label _008301A6:
push esi
mov  esi,edi
sub esi,eax
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rep movs byte[edi],byte[esi]
pop esi
jmp label_0083013E
label_008301CC:
popad
; end

invoke CreateFile,file_output, GENERIC _WRITE,FILE_SHARE_WRITE,NULL,\
CREATE_ALWAYS,FILE_ATTRIBUTE_NORMAL,NULL

mov [hwnd_file output],eax

invoke WriteFile,[hwnd_file_output],[hmem_file_output],\
[size_file_output],nNumberOfBytesToRW,NULL

invoke CloseHandle,[hwnd_file_output]

invoke GlobalFree,[hmem_file output]
invoke GlobalFree,[hmem_file input]
invoke ExitProcess,0

func_008301B0:
add dl.dl
jnz  label _008301B9
mov  dl,byte[esi]
inc  esi
adc dl,dl
label _008301B9:
retn

func_008301BA:
XOr  ecx,ecx
func_008301BC:
inc  ecx
label 008301BD:
call func_008301B0
adc ecx,ecx
call func_008301B0
jb  label_008301BD
retn

data import

library kernel32,'KERNEL32.DLL'\
user32,'USER32.DLL'

include 'api\kernel32.inc'
include 'api\user32.inc'

end data



